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Weteone!

 Curious about RF?

- Looking for awesome new projects?

- Seeking adventure?
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Agenda
+ RF Overview / Exploration Katie Knowles, @_sigil
+ GQRX + Security Consultant,
+ Light Switch Reversing MWR InfoSecurity
+ RTL 433 + RF Enthusiast

+ Infosec Explorer
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+ Fan Controller
+ GNU Radio Companion (GRC)

Signal Security
Continuing the Adventure
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wavelength (4) Fundamentals

D e EE—

RF travels as electromagnetic (EM) waves
EM waves travel at the speed of light (¢)
Wavelength (1): The length of the wave

e

Frequency (f): How many wavelengths
happen in a unit of time, based on the
wave’s speed

+  Multiplying Wavelength (1) by Frequency (f)
will always equal the speed of light (¢)

c=3x10°m/s =f 2
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Investigating Unknown Signals:

MAGIC!

(Priceless)

RTL-SDR
(~$30)
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First Steps with GQRX

+ Simple program for tuning Software
Defined Radios (SDRs)

+  “Waterfall” view of activity at
different frequencies over time

Frequency range limited based on
hardware of SDR in use

I'% —————————————
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http: rx.dk


http://gqrx.dk/

B Ggrx 2.3.1 - rtl=0

File Tools View Help

O mBE E & 8

—— - 7

100 80 H£0 40 20 O

89.900 00 0 MHz[EEEE2

-120 dBFS

Receiver Options @ )
=29 2.0 00 kH2

Hardware freq: 90.192000 MHz 4

Filter Normal
Mode WFM (stereo)

AGC Fast
Squelch -60.0 dBFS | _
Input controls Receiver Options

Audio

89536 B89.630 89723 89.817 89911  90.004 90098 90192 90286 90380 90473 90567 90661 90,754 90.848

12 14 16 18

20 22

GQRX Demo.
https://www.youtube.com/embed/W-egF9hS6kY

FFT Settings | Audio

)


https://www.youtube.com/embed/W-eqF9hS6kY
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Television
54-88 MHz L
93 174-216 MHz W1 F1

FM Radio 480-806 MHz > 4 GHz
88-108 MHz 5 GHz
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AM Radio .
525-1705 kHz Ham

MF HF VHF UHF SHF
» »
% \o) ‘\9 ‘\P O
O 2, o 00 o
0% 2, 0%
£ A 2 % =
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Short-Range Device Frequencies

— ‘ Signal Safari

Center f Starts at: Ends at: Type
433 MHz | 433.05 MHz 434.79 MHz ISM
915 MHz 902 MHz 928 MHz ISM
2.45 GHz 2.4 GHz 2.5 GHz ISM
5.8 GHz 5.725 GHz 5.875 GHz ISM
315 MHz 285 MHz 322 MHz  Unlicensed
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Simple Control Signals

+ ASK: Amplitude-Shift Keying

Amplitude (strength) of signal
communicates 1 or O.

Pictured. A short pulse is 0, and a long pulse
is 1. Also known as On-0Off Keying (OOK).

FSK: Frequency-Shift Keying

Frequency (f) of signal
communicates 1 or O.

Pictured: A low frequency is 0, and a high
freqguency is 1.
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SIGNAL FOUND:
010000010101010100111100

\



File Edit View Search Terminal Help
builldyrtl 453 -qga
Found RaTael Micro RB2Z0T tuner

P T T O ™

Bit detection level set to O (Auto).

Tuner gain set to Auto.

Tuned to 4233920000 Hz.

**¥ signal start = 339858, signal end = 3959541

signal len = 34683, pulses = 1/5
Iteration 1. t: 94 min: 48 (109) max: 140 (&66) delta
Iteration 2. t: 94 min: 48 [(109) max: 140 (&6) delta

Fulse coding: Short pulse length 48 - Long pulse length 140
short distance: 43, long distance: 134, packet distance: 1418

p Limit: 94

bithbuffer:: Number of rows: /

] {25} 41 55 33 00 : 01000001 01010101 06116611 C
:@1: {25} A1 55 4 EE = E1EEEEED E1EteEieT e et -
BZ2] {25} 41 55 33 00  G0leeeeel oleolelel Gellecll o
B3] {25} 41 55 33 00 o G0leocoeel oleolelol Geollecll o

https://github.com/merbanan/rtl_433

-

.-.
)
"
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RTL_433

+ Command-line

+ ldentifies
unknown signals

+ Focused on 433
MHz range

+ Can be tuned to

search at specific
frequencies and
other ranges


https://github.com/merbanan/rtl_433

File Edit View Search Terminal Help
$rtl 433 -ga

Found Rafasl Micro REBZ0T tuner

Exact sample rate is: 2Z250000.000414 Hz
sample rate set to 250000 .

Bit detection level set to 0 (Auto).
Tuner gain set to Auto.

Tuned to 433920000 Hz.

RTL_433 Demo:

https://www.voutube.com/embed/BjuUsPk9T13



https://www.youtube.com/embed/BjUsPk9Il3g
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Command Map

10 bits

2 bits

LABS

8 bits

4 bits

Switch | State RF Command
] On 0100000101 01 01010011 0011
] Off 0100000101 01 01010011 1100
2 Off 0100000101 01 01011100 1100
3 On | 0100000101 OT 01110000 0011
3 Off 0100000101 01 01110000 1100
4 On | 0100000101 01T 11010000 0011
4 Off 0100000101 01 11010000 1100
All On | 0100000101 11 01010000 OOTT
All Off 0100000101 11 01010000 1100

“Preamble”

All or One?

¥

Switch #

On/Off

0100000101 01 01011100 0011

-\ )

Remote 1D

Switch 2

Oon

"This 1s Remote 0100000101.

Turn Switch 2 on.”
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New Challenges, New Tools

+ RTL_433 won’'t discover signals without
a ‘nearby” frequency to look at

+ GQRX is good for tuning, but has
limited features and views

+ GNU Radio Companion (GRC) can create
software radio systems

+ Simple, block-based design generates
code using GNU Radio in Python

https://wiki.gnuradio.orq/index.php/GNURadioCompanion


https://wiki.gnuradio.org/index.php/GNURadioCompanion
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File Edit View Run Tools Help

File Tools View Help

; g -: "‘:.l Options
5 ID: top_block
FFT Settings Generate Options: WX GUI
FFT size 8192 S| RBW:62.5 Hz
Variable
Rate | 25 fps - Overlap: 0% ID: sarnp_rate RTL-SDR Source .
; Value: ZM Sample Rate (sps): 2
3 ‘ ; ] Timespan |Auto 3| Resi-s Cho: Frequency (H [ Persistence
| . Cho: Freq. Corr. (ppm): 0 ;
’\ 4 | ‘ ‘ Averaging === WX GUI Slider Cho: DC Offset Mode: Off
[ I ' | | il | i r"l ‘AI'_‘I\" | l >~ — 3 ID: freq Cho: 1Q Balance Mode: Off —
-1 ] M | H r { | ' h } i | : ] L | | k‘ l’ \ ) I.l ‘ L ‘ ESTINntS: ' e Default Value: 200M Ch0: Gain Mode: Manual Axes Options
P'.‘\ A f' J : o I".-. ] WAL M N *l i AL AT J I ‘ A Mini M Cho: ! - </Div:
AA B j\a.,.;‘J,\,v.h." y ?‘-v\,‘ W Ao plyed L'ﬂ U peatysd - UV f\{ AT y | WA oA };q ' L~Lv“-' b YA A g, o /! Peak Detect Hold Mo oM chos i : S acs/Div:
{ 7.05 7.10 7.15 7.20 7.{25 7.30 7.35 2 Pand. dB A : Vock Converter: Float Cho: BB Gain (dB): 20 L
bl e i - ol i aita v s ¢ g ‘ Counts/Div:
13 3. 3 ETIEER LI | | s ; e
13 1. - | a1 | | ] - WF.dB | e Y Offset:
; re 1§ aha 1 ] ' :'! z | Freq zoom = 1% .
o | ! ;-:E | T Offset:
< g o b 1ol 12 | S
P | itr,ﬂ | | L Reset Center Demod Autorange
: 0 | Lo = 3 -
" i A kLD » 7Y 'ha i i
‘ 4 3 | Lg | i 5 Color White Fill S o Cll'lannelOptllons
! R T =) e | gr-osmosdr 0.1.3 (0.1.3) gnuradio 3.7.5
4 | 1 | ? §'n! ! "":C | . - - -
' 1| e ' :‘.gc oL Inputcont... Receiver Opli... FFT Sett...
‘ # ot 3 i ! % . m : ‘ —""?.‘ A d & [-; - = -
; " . 1 1 4 = A | udio e Coupling: | DC
i P 3 i) ' 'k 4
3! - : 2 | ce 25
i { - A 11 re | s, T
: i < ! J | -~ ‘ ‘ s Marker: Line Link
11 : - | g b
T ! q | b3 : i ied I
W v ’ \ i *8a | s | _
iy AR F1 ) ges | = e MA oo kA .
ol - ; | Yo RAER 1 ' 1 | J\ J i
'I : “>| 1  &ia | }JL‘ l" k' \l\‘,\;‘] \‘.\ '.‘u"h'ﬂ [‘|,| .“‘w |J l:“l‘HU"’ Time (ms)
a4 1 : - e 4:‘31? | 2Lty R A . - Trace Options
; 3 | 1 | e i l ¥ :
I L 3 . : g \ | 1Ak ¥ Peak Hold
B ) i s ; bt
i | " ' - / 2 | ! I :f}": Average
9; " S i e g
‘ol “ ' =h_. | 'r.‘- - g
) ) :”E "}:‘E" =3 )
E Persistence
3032 303.4 3036 3038 304 3042 304.4 3046 3048
Fraequency (MHz)

Tool that Buillds tools that
uses GNURadio use GNURadio




File Edit View Run Tools Help

‘= ﬁ%ﬁ W e B G0 — o I SRS - S od od -
- = - | y Show amplitude at

ﬂmmmTTans1ate signal nearby frequencies

ID: top_block 'FI"Om SDR
Generate Options: WX GUI | WX GUI FFT Sink Boolean ':'FJEI'EItDI'S ]

Title: FFT Plot _
Sample Rate: 2M Byte Operators |
Baseband Freq: 200M
Variable Y per Div: 10 dB Channelizers ]
ID: samp_rate RTL-SDR Source Y Divs: 10
Value: 2M Sample Rate (sps): ZM Ref Level (dB): O " Channel Models ]
Cho: Frequency (Hz): 300M Ref Scale (p2p): 2 ]
ChoO: Freq. Corr. (ppm): 0 FFT Size: 1.024k
WX GUI Slider Cho: DC Off set Mode: Off Refresh Rate: 15
ID: freq ChO: 10 Balance Mode: Off Freq Set Varname: Mone

Default Valua: 300 Ch0: Gain Mode: Manual
Minimum: 300M Ch0: RF Gain (dB): 20

Maxtrrwrm: 310M cho: IF Gain (dB): 20 WX GUI Scope Sink  Debug Tools |
Converter: Float Cho: BB Gain (dE): 20 Title: Scope Plot

—]| sample Rate: 2M Deprecated ]

Trigger Mode: Auto

Y Axis Label: Courts + [ Digital Television ]
\\\\\\Change N :

frequency Show ]
w/ a variable

 Coding |

 Control Port

w change 1n
amp 11tude over time

gr-osmosdr 0.1.3 (0.1.3) gnuradio 3.7.5 + [ FCD ]
built-in source types: file osmosdr fcd rtl rtl_tcp uhd min hackrf bladerf rfspace airspy
Using device #0 Realtek RTLZ&38UHIDIR 5N: 00000001

Found Rafael Micro R&20T tuner | Filters ]
Exact sample rate 15: 2000000.052982 Hz

File Operators ]

Fourier Analysis |



= Top Block

Scope Plot - - Persistence
0

|
§
|' l L { |l a2l _ Secs/Div:

Axes Options

|

’l LT A ] L 1 Counts/Div:

HER | NIt R || v offset:

1T Offset:

v’ Autorange

Channel Options

$ Chl Ch2 2

Coupling: DC

Marker: Line Link V¥

255
Time (us) Stop

GRC Demo:
www . youtube.com/embed/CMTfnIXyi1X30

Amplitude (dB)

Frequency (MHZ) Trace A | ~tare


https://www.youtube.com/embed/CMfnIXyjXJ0

freq: 304.1M

_”

2

&*Top Block

Scope Plot

|

..111111011111

-2

16

Time [(ms)

24

Persistence

Axes Options
Secs/Div:

Counts/Div:
Y Offset;

T Offset:;

Autorange

Channel Options
| |
¢ chl Ch2 |? =+

Coupling:  DC v

Marker: Line Link *

Run

Amplitude (dB)

FFT Plot

. - Trace Options

v Peak Hold

: 1W_“JJLM"'

%

e e

Average

FPersistence

303.2 303.4 303.6 303.8 304 m 304.4 304.6

Frequency (MHz

Trace A

MWR

LABS

Slider for freqg
variable tunes
from 300-310
MHZz

FFT sink plot
shows highest
signals near
current center
frequency

GUI scope plot
shows signal
strength at center
frequency over
time




| ‘ Signal Safari

LABS

File Edit View Search Terminal Help

Eit detection level set to 0 (Auto).

Turner gain set to Auto.

Tuned to 304100000 Hz.

*E¥ gsignal start = 372286, signal end = 853304

signal len = 518008, pulses = 1320

Iteration 1. t: 134 min: 88 [(2/5) max.: 180 [(725%) delta 123
Iteration 2. t: 134 min: 88 (Z/5) max: 180 (/7Z25) delta @
Pulse coding: Short pulse lLength 88 - Long pulse length 180

Short distance: 9%, long distance: 18/, packet distance: 2456

p Limit: 134
bithutter: :

Number of rows: 2
tf 7c : @1116G006060 11111111

) WL deesy 11111111 11111
G111606066 11111111 11111
G11160066 11111111 11111







File Edit WView Search Terminal Help

rtl 433 -qgqa -f 315000006

OUnd Ratagl MLCro Rl tuner
Exact sample rate 1s: Z250000.000414 Hz
Sample rate set to Z250000.
BEit detection level set to O [(Auto).
Tuner gain set to Auto.
Tuned to Z15000000 RHz.
*E* signal start = 291725, signal end = 405307
signal len = 113582, pulses = 582
Iteration 1. t: 116 min: 80 (5403) max: 153 (42)
[teration 2. t: 116 min: 80 (540) max: 153 (4Z)
Distance coding: Pulse length 116

short distance: 66, lLong distance: 140, packet distance:

p Limit: 1l6

bitbuffer:: Number of rows: Z

[B@] {290} 00 00 00 G0 00 00 00 00 Q0 00 G0 00 00 00 GO0
[@1] {290} 00 00 00 G0 00 00 G0 00 00 00 G0 00 00 00 60
¥E* signal start = 470452, signal end = 584008

signal len = 113556, pulses = 580

Iteration 1. t: 116 min: 80 (536) max: 153 (44)
Iteration 2. t: 116 min: 80 (536) max: 153 (44)
Distance coding: Pulse length 116

short distance: 66, long distance: 140, packet distance:

p Limit: 116

bitbuffer:: Number of rows: Z

[OO] {289} 00O OO GO GO GO OO OO GO GO GO OO OO GO0 BO G
[01] {289} 00O OO OO GO GO OO OO OO GO GO OO OO GO0 BO Go
*** signal start = 653518, signal end = 767543

Receivjng un]
Odz Wi.th kl’)owzk
e SVice r
delta O
1628

00 G0 OO 00 00 00 00 G0 OO 00 o0 O3 88 40 22 10 05 4e 48 48 a2 00
00 G0 00 00 G0 00 00 00 GO 00 GO O3 88 40 27 10 05 4e 48 48 a2 00

delta &
delta ©

IREICKE

00 00 00 00 00 00 00 00 G0 00 OC 03 88 40 04 42 24 aa 6l 4a 44 00
00 G0 OO 00 G0 00 00 G0 OO 00 oC O3 88 40 04 42 24 aa 6l 4a 44 00



File Edit View Search Terminal Help
$rt1_433 - 215000666

g e e 1] "Rubicson Temperature Sensor’

Registering protocol [Z2] "Prologue Temperature Sensor’

Fegistering protocol [2] "Waveman Switch Transmitter”

Fegistering protocol [4] "LaCrosse TX Temperature / Humidity Sensor”

Registering protocol [5] "Acurite 6Q9TXC Temperature and Humidity Sensor”
Registering protocol [6] "Oregon Scientific Weather Sensor”

FRegistering protocol [/7] "Mebus 433"

Registering protocol [EB] "KlikAanKLiklUit Wireless Switch”

Registering protocol [9] "AlectoVl Weather Sensor (Alecto WS3E00 W54500 Ventus WI1BES/WO44 Oregon)”
Registering protocol [10] "Cardin S466-TXK2"

Fegistering protocol [11] "Fine Offset Electronics, WHZ Temperature/Humidity Sensor”
FRegistering protocol [12] "Nexus Temperature & Humidity Sensor”

Heglstering protocol /U] “loyota IFMs”
Registering protocol [71] "Ford TPMS™

Fegistering protocol [72] "Renault TPMS®
Registered 72 out of 91 device decoding protocols

Found 1 devicel(s): .
B: Realtek, RTLZEZBUHIDIR, SN: (0OG0EGE1 at_‘ ng

Using device 0@: Generic RTLZEZZU OEM 5 S‘-\ gn a—\ S
Found Ratael Micro REZ0T tuner —‘ S":_\ ng
Exact sample rate is: 250000.000414 Hz eX h _F

Sample rate set to Z250000. 3 -

Bit detection level set to O (Auto). W_‘ t

Tuner gain set to Auto.

Reading samples in async mode...

2018-01-17 ; Toyota ; 6Tlbl /82 ; 901cOB/5

2018-01-17 : Toyota : bflbl9as : 901cOB/5
2018-01-17 : Toyota : bflbl%9eb : 6ETe300/75
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RF Signal Security

+ Securing RF systems can be tricky

+ Hardware design, limited resources
make improvements difficult

+ Things are (slowly) improving

+ Each niche in security offers its own
unique challenges. Don’t be afraid to
explore!

More Curiosity => More Solutions
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continue Your Safari:

Flavio D. Garcia:
Samy Kamkar:

USENIX Security ’16,

“| ock Tt and still Lose Tt: on the DC 23,“Drive It Like You Hacked It

(In)Security of Automotive Remote

Keyless Entry Systems” Digital Ding Dong Ditch

https: 1thub.com/samyk/dingdon

Michael Ossman:
FCC ID Search:

Software Defined Radio with HackRF https://www.fcc.qgov
https: reatscottgadgets.com/sdr

Browse new registrations:
https://fccid.io/#fccid-toda

ARRL, Amateur Radio:

https://www.arrl.org/
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Questions?

Reach out at:

¥y @_sigil

PaaN Katie.Knowles@mwrinfosecurity.com

MWR

INFOSECURITY
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