
(A quick jaunt through Active Directory hacking)

ADVENTURE!

Katie Knowles – Winter 2020



F-Secure Consulting
(Formerly MWR InfoSecurity)

▪ Global Consultancy:

▪ US (NYC), UK, South Africa, Singapore, 
Poland, Finland, & beyond!
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C:\>WHOAMI

Katie Knowles
Security Consultant, F-Secure
(Mostly) Pentester

OSCP, GPEN, CREST CRT
Formerly:
• Blue Team
• Engineering Student



WHO LIKES COMPUTERS?

Active
Directory

If it’s in an enterprise,  
it authenticates with AD

(pretty much always)



In General Terms:

▪ Software that provides AAA functions
▪ Authentication, Authorization, & Accounting

▪ Runs on Windows Server 

▪ Database of…

• User and computer objects

• Groups of these objects

• Information related to each object

▪ Integrates with systems to provide 
additional authentication to services:
▪ Email

▪ Servers

WHAT IS ACTIVE DIRECTORY?

Accounts look like:
• KATIE\CONTOSO
• katie@contoso.com

▪ DevOps tools
▪ #AllTheThings

https://docs.microsoft.com/en-us/sysinternals/

https://docs.microsoft.com/en-us/sysinternals/


WHY AD MATTERS

5

• Used by 90% of organizations 
(according to Microsoft)

• Tools allow quick mapping to 
high-value targets

• Controls authentication for the 
enterprise

• Game Over =

• Domain Administrator (DA) on a 
Domain Controller (DC)



▪ Domain Admin rights grant 
access to lots of juicy targets

▪ Manage users, computers, 
user groups with access to 
significant systems, etc.

▪ Lots of misconfiguration & 
vulnerabilities

▪ Domains often have 10+ yrs
of legacy configuration

AD HACKING

https://github.com/swisskyrepo/PayloadsAllTh
eThings/blob/master/Methodology%20and%2
0Resources/Active%20Directory%20Attack.md

https://github.com/swisskyrepo/PayloadsAllTheThings/blob/master/Methodology%20and%20Resources/Active%20Directory%20Attack.md
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ADVENTURE:

Domain 
Admin

GPP Passwords

Kerberoasting

Bloodhound

???



GPP PASSWORDS



GROUP POLICY PREFERENCES (GPP)

▪ GPP allows management of policy 
and settings for objects

▪ Previous Feature: Set the local 
“Administrator” password with GPP!

https://adsecurity.org/?p=2288

Creates…

https://adsecurity.org/?p=2288


GPP PASSWORD KEY…?!

& to this day:
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-
gppref/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be

MS14-025 / CVE-2014-1812:

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-gppref/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be


▪ Access the SYSVOL share of a 
Domain Controller

▪ Search for instances of “cpassword”

▪ Decrypt with one of many tools, or 
write your own

▪ Or Metasploit if you’re in a rush:
▪ Looks for “cpassword” in SYSVOL

▪ Decrypts all identified secrets

▪ post/windows/gather/credentials/gpp

DECRYPTING GPP PASSWORDS

https://github.com/rapid7/metasploit-framework

https://github.com/rapid7/metasploit-framework


KERBEROASTING



▪ Kerberos Ticket Granting Service (TGS) allows access to various services (SQL, IIS, etc)

▪ Any user can request a TGS for any account with a registered Service Principle Name (SPN)

▪ TGS for the service is encrypted with the password hash of the target service account

KERBEROS TGS AUTHENTICATION

User Workstation MSSQL Server

Domain Controller

TGS request for SQL

Simplified Overview:

https://www.harmj0y.net/blog/powershell/kerberoasting-without-mimikatz/

https://www.harmj0y.net/blog/powershell/kerberoasting-without-mimikatz/


Identify Targets

▪ List accounts with SPNs:
▪ setspn -q *

▪ Grab the TGS for a target account:
▪ python GetUserSPNs.py -dc-ip

x.x.x.x -request-user [ACCOUNT]

Get Creds!

▪ TGS ticket material can be 
“cracked” for the target account:
▪ ./hashcat -m 13100 hash.txt 

wordlist.txt

FINDING & CRACKING TICKETS

[…]

• https://github.com/SecureAuthCorp/impacket
• https://github.com/hashcat/hashcat

https://github.com/SecureAuthCorp/impacket
https://github.com/hashcat/hashcat


BLOODHOUND



▪ Questions to answer:
▪ Which users have critical permissions?

▪ Which users have permissions that can be used to 
reach target users/systems?

▪ Regular enumeration:
▪ DAs: net group “Domain Admins” /domain

▪ Password Policy: net accounts /domain

▪ Automated Enumeration:
▪ ADOffline: https://github.com/stufus/ADOffline

▪ BloodHound: 
https://github.com/BloodHoundAD/BloodHound

PERMISSIONS MAPPING

https://github.com/stufus/ADOffline
https://github.com/BloodHoundAD/BloodHound


▪ Bloodhound enumerates the domain, and imports info to a Neo4j database

▪ Graph Database queries map relationships between users and permissions

▪ Creates a roadmap we can use to reach DA

AD RELATIONSHIPS



▪ Bloodhound’s Neo4j DB can be 
queried directly
▪ http://127.0.0.1:7474/

▪ Cypher queries to local DB allow:
▪ “Offline” AD querying

▪ Complex relationships listed as tables

▪ Easy CSV export

▪ Places to Find Queries:
▪ https://github.com/seajaysec/cypher

oth/blob/master/queries.txt

▪ https://github.com/BloodHoundAD/B
loodHound/wiki/Cypher-Query-
Gallery

CYPHER QUERIES

http://127.0.0.1:7474/
https://github.com/seajaysec/cypheroth/blob/master/queries.txt
https://github.com/BloodHoundAD/BloodHound/wiki/Cypher-Query-Gallery


???



▪ Yes, it really does work!TM

▪ Lots of different methods:
▪ MSF: auxiliary/scanner/smb/smb_login

▪ PS: Invoke-DomainPasswordSpray
-UserList users.txt -Domain [DOMAIN]   
-PasswordList pass.txt -OutFile out.txt

▪ Cmd: runas /noprofile
/user:[USER]@[DOMAIN] cmd

▪ Others: ./kerbrute passwordspray -d 
lab.ropnop.com users.txt [PASS]

▪ Can lead to first foothold, admin 
access, or (occasional) Domain Admin

…PASSWORD SPRAY

• Spring2019
• Password123

• Welcome1!
• ChangeThis

Something like…



▪ https://ctf.f-secure.com/, & use invite key

▪ BazaareBank CTF Tasks:
▪ Enumerate domain users and groups

▪ Elevate privileges & recover credentials

▪ Gain Domain Admin & crack password hashes!!

▪ Getting Started:
▪ openvpn [FILE].ovpn

▪ rdesktop -r disk:sharename=[FOLDER]-u [USER]@[DOMAIN] -p [PASSWORD] 192.168.0.100

▪ Helpful Resources:
▪ AD Pentesting: https://github.com/infosecn1nja/AD-Attack-Defense

▪ Windows Privilege Escalation: https://www.fuzzysecurity.com/tutorials/16.html

LAB: BAZAAREBANK

(hoodie & super powers not included)

https://ctf.f-secure.com/
https://github.com/infosecn1nja/AD-Attack-Defense
https://www.fuzzysecurity.com/tutorials/16.html



