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CLOUDS ON THE HORIZON:

Responsibility

Information and data

Responsibility always
retained by the customer

Accounts and identities

Identity and directory infrastructure

Responsibility Applications

varies by type

Operating system

Physical hosts

Responsibility transfers
to cloud provider

Physical datacenter

— Microsoft . Customer AShared

Devices (Mobile and PCs)

Network controls

Physical network

SaaS PaaS
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On-premises, system
responsibility is clear.
Cloud responsibility is
mixed by service.

SaaS, PaaS, laaS all have
different responsibility
models.

Configuring hundreds of
services securely across
3 responsibility models...
Impossible?

\ On-Prem = All Business Ownership
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~ = =» (Cloud = It Depends??



WHY SPEND TIME ON THIS?

* Let’s talk about how Shared Responsibility
applies to passwords...

 When attackers are on the network, a key
target is improperly stored passwords:
Open fileshares, wikis, scripts, etc.

* "Pivoting” with exposed credentials is a key
focus of attacks and pentesting.

 What would be the equivalent attack for
this type of pivoting in Azure?

* How can we store secrets correctly in
Azure, to keep them from this exposure?
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.*STORING SECRETS CORRECTLY
& STEALING PASSWORDS

3. STORING SECRETS

(| INCORRECTLY
4. FINDING INSECURE
PASSWORDS

5. SECURITY CONCERNS & VULNS




AZURE REFRESH (BASICS)

Role

Azure is organized into...
- e Management Groups (MGs)
Reader | "OC0Ge | Custom  Contributor | Owner e Subscriptions
e Resource Groups (RGs)
* Resources
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Management group

Observers Users managing resources Admins
8 | Subsaiption Users can have permissions to:
” | ) e Reader: Access resource details,
Resource group .
- e.g. settings & status.
Resource Automaied processes e Contributor: Change resource
IEE_ Settings, access some secrets.
—————————————————————————————— * Owner: Assign permissions
! Reader :
——————————————————————————————— "y resources at various levels.
Contributor v v X \
Owner v v v \‘ Reader: Seems less risky? (More on that later...)

Contributor / Owner: Most damaging roles for an attacker
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Storing secrets cokrectly, & what access is still possible.



STORING SECRETS: CORRECT EXAMPLES

Key Vault Allows secure storage of passwords, certificates, Users with specific permissions to secrets in
and access keys. Can be used in automations, or the Vault, as well as those with specific
for general password storage. permissions to manage the Vault.
Storage Account Keys Created when Azure Storage is created. Keys allow Contributors & Owners of the Storage
access to data in the storage account. Account.
Service Principal Certificates or secrets are stored in protected Key / Certificate is displayed just once after it
Credentials properties of the Service Principal used for is initially set for the Service Principal.

an Azure Application.

Managed Identity = Some Azure services allow use of a Managed Users do not have access to Managed Identity
Identity, which performs actions in the credentials.

background to manage resources.

Some examples (non-exhaustive) of how secrets are handled in Azure.

General guidelines include:

*  Wherever possible, let the Azure service (Managed Identities, Storage Keys) handle secrets to reduce the risk of exposure.
* When this is not possible, use a service that securely storages secrets (e.g. Key Vault).



STEALING (SECURE) PASSWORDS

MicroBurst

TOOLS.NETSPI.COM

Project:
https.//qithub.com/NetSPl/MicroBurst

Intro to MicroBurst:
https.//www.netspi.com/blog/technical/cloud-
penetration-testing/a-beqginners-quide-to-qathering-
azure-passwords/

Attempts recovery of passwords & secrets from:
e Key Vault Passwords & Data

* Storage Account Keys

e Automation Account Credentials

* CosmosDB Account Keys

e App Services Configuration

e Azure Container Registry Admin Passwords

* Azure Kubernetes Service Account Passwords

Overall, these are locations where secrets should
be stored. They require Contributor or Owner
rights on a resource to be accessed.



https://github.com/NetSPI/MicroBurst
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Storing secrets incorrectly, & reviewing Azure resources for them..  ~
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STORING SECRETS: INCORRECT EXAMPLES

e Users & businesses look to the cloud to
build new solutions fast.

*  Moving fast can mean misconfigurations,
or putting data wherever is quickest.

* Think on-premises hardcoded passwords
in scripts... in the cloud.

* The following incorrect examples were
identified from a review of Microsoft
documentation and developer blogs, and
tested in a cloud lab.




RUNBOOK PARAMETERS

e Azure Automation Runbooks use

Home > testingthings123455 | Runbooks > test (testingthings123455/test) > . .
3 Edit PowerShell Runbook* PowerShell, Python, or graphical scripts to
automate tasks.
Save @ Publish X Revertto published [A Testpane & Feedback
e T workFlow Testingtesting e Custom runbooks allow parameters to be
2 { . .
& RUNBOOKS 2| [rereseniienistommsnueti— set for use as variables at runtime.
> & ASSETS 5 :

e Parameters are exposed in runbook
contents (code) published by the creator.

**  Runbook

View Published SoTce e Users with the Reader role can access
D test (testingthings123455/test) : .
runbook code, and view any parameters.

‘}3 Search « [> start  </> View

s WN

& Overview A Essentials

; _ | TO FIX THIS:

Store secrets in Key Vault or use the “Credentials”

section of “Shared Resources” for the Automation
Account. Do not store directly in code.

https://learn.microsoft.com/en-us/azure/automation/shared-resources/credentials ?tabs=azure-powershell
https://microsoft-bitools.blogspot.com/2019/12/use-azure-key-vault-for-automation.html



https://learn.microsoft.com/en-us/azure/automation/shared-resources/credentials?tabs=azure-powershell
https://microsoft-bitools.blogspot.com/2019/12/use-azure-key-vault-for-automation.html

ACI ENVIRONMENT VARIABLES

Create container instance -

* ACl provides a feature to pass environment

variables into a container at runtime.

 This can make them a popular place to
L S— i ! store credentials needed for a container.

” = | * Environment variables are stored in the
R’S°” JSON definition of the resource, under
e EE—— “properties.environmentVariables”.

— SRR * Users with the Reader role can access

| | |7 e Properties not marked as.

[ = TO FIX THIS:

e Ensure all sensitive values are marked as “Secure” in

) e e the Azure Portal GUI, or use the “secureValue” type.

https://docs.microsoft.com/en-us/azure/container-instances/container-instances-environment-variablesttsecure-values



https://docs.microsoft.com/en-us/azure/container-instances/container-instances-environment-variables

AZURE LOGIC APPS .
* Azure Logic Apps create “low code”
automated workflows to integrate apps (e.g.

————— API with a DB).
7, testlow| Designer - e “Parameters” as “definition.parameters”.
[ searc (s |« B save X iscard | 6] Parameters * “Actions” caninclude a password field
e for HTTP auth, as
e _ I {@~ “definition.triggers.HTTP.inputs.authenti
i Do T cation.password”.

e Users with the Reader role can access Logic
App code (visual & generated).

1 SR TO FIX THIS:

Use Key Vault parameters as inputs to Logic App
actions (functions), and obfuscate sensitive inputs.

https://365bythijs.be/2021/11/16/interacting-with-key-vault-from-loqgic-apps-securely/

https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-securing-a-logic-
app ?tabs=azure-portal#tobfuscate



https://365bythijs.be/2021/11/16/interacting-with-key-vault-from-logic-apps-securely/
https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-securing-a-logic-app?tabs=azure-portal




SECURITY CONCERNS

When we share responsibility, we place
trust in our cloud provider. But...

Vulns: Sometimes, a service may
experience vulnerabilities that put data at
risk in a way that wasn’t possible before.
Configurations: Other services may be
configured in a way that causes new
exposure to support a feature.

Keeping an eye out for these distinctions

is important to protect your cloud (and
secrets) at scale.




CERTIFICATE EXPOSURE (CVE-2021-42306)

iy BlogExample_6MSQ+qlrzKm8tsQe4x07h8rYeMpD4RwsNiQg/Z6TBKg= | Manifest

IB Overview

(Source: NetSPI blog post on vulnerability, pre-remediation)

Service Principal Accounts
provide identities for apps &
automation in Azure.

Base64 private certificates for
some accounts were stored in
the unprotected
“keyCredentials” property of
the application manifest, and
visible to most AAD users.
These accounts commonly hold
high privileges in Azure
subscriptions.

https://msrc-blog.microsoft.com/2021/11/17/quidance-for-azure-active-directory-ad-keycredential-property-information-disclosure-in-application-and-service-principal-apis/

https://www.netspi.com/blog/technical/cloud-penetration-testing/azure-cloud-vulnerability-credmanifest/



https://www.netspi.com/blog/technical/cloud-penetration-testing/azure-cloud-vulnerability-credmanifest/
https://www.netspi.com/blog/technical/cloud-penetration-testing/azure-cloud-vulnerability-credmanifest/

ACI CONTAINER ESCAPE (CVE-2019-5736)

"resourceGroup": "yuval-test-con-inst",
"restartPolicy": "Always",

"tags": {},

"type": "Microsoft.ContainerInstance/containerGroups",
"volumes": null

}

yavrahami@ . ‘ ~$ az container exec --name breakout-ctr --exec-command "/bin/bash"

# ps aux

USER PID %CPU %MEM VSZ RSS TTY STAT START TIME COMMAND

root 1 32.8 4.9 1192968 713280 ? Rsl Jul@9 2165:07 /hyperkube api
root 20 0.0 0.0 4340 744 ? Ss 09:08 0:00 /bin/bash

root 25 0.0 0.0 17504 2012 ? R+ 09:08 0:00 ps aux

# hostname

k8s-master-a03wcusl-0

(Unit42 video of vulnerability, pre-remediation)

https://msrc-blog.microsoft.com/2021/09/08/coordinated-
disclosure-of-vulnerability-in-azure-container-instances-service/
https://unit42.paloaltonetworks.com/azure-container-instances/
https://unit42.paloaltonetworks.com/breaking-docker-via-runc-
explaining-cve-2019-5736/

2019 CVE, unpatched in 2021.

Azure Container Instances (ACl) provides
managed Kubernetes services, in which
containers run on shared multi-tenant
environments.

Unpatched Docker vuln allowed a
malicious container to break out of
isolation and escalate to cluster admin.
Allowed code execution on other ACI
resources in the same multi-tenant
cluster as the malicious container image.


https://msrc-blog.microsoft.com/2021/09/08/coordinated-disclosure-of-vulnerability-in-azure-container-instances-service/
https://unit42.paloaltonetworks.com/azure-container-instances/
https://unit42.paloaltonetworks.com/breaking-docker-via-runc-explaining-cve-2019-5736/

BRUTE-FORCE & ACCOUNT ENUMERATION

Error Description

AADSTS50126 Valid user with an invalid password

AADSTS50056 Valid user that does not have a password in Azure AD
AADSTS50076 Valid credentials but you need MFA to connect to this resource
AADSTS50014 Valid user but the maximum pass-through authentication time has exceeded
AADSTS50034 Not a valid user

AADSTS50053 Account is locked

https.//raxis.com/blog/metasploit-azure-ad-login https://arstechnica.com/information-

Azure AD (AAD) SSO can allow the

following attacks from the internet...

e Password brute-force attacks
against single-factor accounts

* Username enumeration against
multi-factor accounts.

A Smart Lockout policy is required to
protect accounts from this activity.

technology/2021/09/new-azure-active-directory-password-brute-forcing-flaw-has-no-fix/



https://raxis.com/blog/metasploit-azure-ad-login
https://arstechnica.com/information-technology/2021/09/new-azure-active-directory-password-brute-forcing-flaw-has-no-fix/

IN CONCLUSION...

Shared Responsibility is YOUR Responsibility.

Cloud services offer new & exciting business terrain, but have
complex settings that may cause users to configure them
wrong. Even when responsibility is “shared”, the business still
has more responsibility than they might realize.

What to do?

* Educate Users not to store passwords in insecure areas: scripts,
runbooks, and environment variables. Document how to handle
secure secrets (e.g. Key Vault, Storage Keys).

 Remember Shared Responsibility, and how each cloud service
requires different policies to be considered secure.

» Stay Aware to new Azure services users adopt, and what shared
responsibility models apply to them.

Keep Learning: AZ-900 & AZ-104 Learning Paths are perfect for building your
Azure skills, even if you're not taking the exam! &

linkedin.com/in/kaknowles/
twitter.com/_sigil




