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DISCLAIMER
This talk describes usage of AU features "as designed", and does not contain 
vulnerability disclosure. Many useful features can cause damage with malicious 
intent or misuse. The focus of this talk is to document these possible methods of 
misuse and prepare an organization to defend against them.



Administrative Unit
features



Review: Azure Roles

Entra ID RolesAzure RBAC Roles

Permissions over Azure resources: 
VMs, storage, networking, etc.

Permissions within Entra ID (Azure AD): 
Users, devices, tenant settings, etc.

Examples Global Administrator, 
Directory Reader, Auth. Administrator

ExamplesOwner, Reader,
Virtual Machine Contributor



Subscription(s) RBAC Role Azure RBAC
Role AssignmentUser

Administrative Unit Entra ID Role
Scoped Entra 

Role AssignmentUser

RBAC Role Assignment:

Entra ID Role Assignment:

What are AUs?

Equivalent 
to…



101: Administrative Units

Canada 
Users AU

All Users

User Admin

Can manage only 
users in Canada

Scoped role 
assignment

Can manage all 
Entra ID users, 
including users 

in Canada

Standard role 
assignment

User Admin



101: Administrative Units



Reading the docs…

hmm…

Restricted ManaƊement Hidden±embershiƭ



Restricted 
Management
Restricted AU members 
cannot be modified by 
tenant scoped roles 
(e.g. Global Admin)

Scoped role assignment 
is required to manage 
restricted AU members

Restricted management 
AUs are recommended 
for protecting sensitive 
users, e.g. CEO or VIPs

Restricted 
Management

AU

Cannot manage users

User Admin 
(Tenant Scope)

Can manage users

User Admin
(Restricted AU Scope)



Restricted Management AU Creation



Restricted Membership Behavior

View as Global Admin!



Hidden 
Membership
HiddenMembership AU 
membership can only be 
viewed by certain privileged* 
roles + AU members

AU and role assignments 
are viewable by other users, 
but AU will appear empty

HiddenMembership 
property is not shown in 
Portal, or returned in API 
response for AU members

Hidden 
Membership

AU

Can view membership

Privileged Roles + 
Members

Cannot view membership

All Other Users + 
Roles

Can view:
Authentication Administrator
Global Administrator
Groups Administrator
Helpdesk Administrator

Privileged Authentication Administrator
SharePoint Administrator
Teams Administrator
User Administrator
Global Reader (Note: not Directory Reader)

Security Administrator
Security Operator
Password Administrator

Security Reader
Directory Reader

Cannot view (notable examples):



HiddenMembership AU Creation



HiddenMembership Behavior

"Can View" Role "Cannot View" Role



How did we get that list…?



Permissions Check

EXPECTATIONS REALITY

488 Microsoft Graph permissions
109 Entra ID built-in role templates

Surely these permissions….
align with API actions? 

In documents?

"Your best bet at the moment is to rely on 
the directory role permission descriptions 

and find the Microsoft Graph APIs you 
would use to perform that action." 

- Microsoft Employee(?) on r/AZURE

"Tiering Entra roles and application permissions 
based on known attack paths", Emilien Socchi

"Directory.ReadWrite.All Is Not As Powerful As You 
Might Think", Andy Robbins

https://www.reddit.com/r/AZURE/comments/shm8k5/graph_api_aad_roles_for_service_principals/
https://www.emiliensocchi.io/tiering-entra-roles-and-application-permissions-based-on-attack-paths/#entra-roles-do-not-to-rely-on-role-actions
https://www.emiliensocchi.io/tiering-entra-roles-and-application-permissions-based-on-attack-paths/#entra-roles-do-not-to-rely-on-role-actions
https://www.emiliensocchi.io/tiering-entra-roles-and-application-permissions-based-on-attack-paths/#entra-roles-do-not-to-rely-on-role-actions
https://posts.specterops.io/directory-readwrite-all-is-not-as-powerful-as-you-might-think-c5b09a8f78a8
https://posts.specterops.io/directory-readwrite-all-is-not-as-powerful-as-you-might-think-c5b09a8f78a8
https://www.emiliensocchi.io/tiering-entra-roles-and-application-permissions-based-on-attack-paths/#entra-roles-do-not-to-rely-on-role-actions


597 Service Principals later…



Results: HiddenMembership view

Microsoft Graph Permissions

4

9
roles

0
permissions

Entra ID Built-in Roles

AdministrativeUnit.Read.All, Directory.Read.All*

*



Results: 9 Entra ID roles w/ HiddenMembership view

microsoft.directory/ 
administrativeUnits/ 
allProperties/allTasks

Global Administrator Privileged Role Administrator

microsoft.directory/ 
administrativeUnits/ 
allProperties/read

Global Reader

Unknown Source Permission
Groups Administrator
Teams Administrator
User Administrator

SharePoint Administrator
Helpdesk Administrator

Authentication Administrator

Can't assign all permissions to custom 
role templates :(



Okay… figured that out.



Recap: AU Benefits & Features

Administrative Unit (AU)
Allows scoped assignment of specific Entra ID roles to admins over users, devices, or 
group objects. Limit blast radius of role assignment. Can use dynamic filters.

Restricted Management AU
Changes members' role assignments from if("tenant role" OR "scoped role") 
to if("scoped role"). Ensures sensitive users are only modified by specific users.

HiddenMembership AU
Conceals membership from all users except 9 administrative roles and the AUs' own 
members. Others can see only the AU object and its scoped role assignments.



Administrative Unit
persistence scenarios



Privileged Persistence Techniques

Scenario 1:
Restricted

Backdoor Account

Combined Scenario:
Recap Impact

Scenario 2:
Hidden Permissions 

on Users

Scenarios require Global Administrator 
or Privileged Role Administrator

*



Stratus 
Red Team

26

Easily execute offensive 
techniques against live 
environments and 
validate detection logic

60 techniques across 
AWS, GCP, Azure, & 
Kubernetes

New! Entra ID support + 
techniques for 
fwd:cloudsec EU, 
including Restricted + 
HiddenMembership AUs

https://github.com/DataDog/stratus-red-team 

Free +
Open Source



Scenario 1: Restricted AU Backdoor Account 
Creates

Adds To

1

2

3
Logs in Performs

Actions on 
Objective

4

Restricted AU must be deleted by GA /  
PRA role before user can be disabled

*

Cannot 
Disable*

Setup

ImpaƠt

Restricted 
AU

Backdoor 
User

Backdoor 
User

Backdoor 
User

Restricted 
AU

Attacker

Attacker

Attacker

Admin



Restricted AU Demo



Scenario 2: HiddenMembership AU Role Assignment

Attacker
Creates

1

2

Setup

ImpaƠt

Hidden 
AU

Attacker
Adds Target 

Users

To Hidden 
AU

Attacker
Grants Backdoor 

User

Role Priv. 
Auth. 

Admin

Over Hidden 
AU

3

4
Attacker

Logs in Backdoor 
User

Updates 
Password

 + Resets 
MFA

Target 
User

Performs Actions 
on 

Objective

Security 
Analyst

Cannot 
View AU 

Members

5



HiddenMembership AU Demo



Recap: Combining Techniques for Impact

Hidden 
Administrative 
Permissions

Assign 
Privileged 

Authentication 
Administrator 

Over AU

Add 
Administrators 

to AU

Add Backdoor 
Account to AU

Create 
Hidden AU

Create 
Restricted 

(and Hidden) 
AU

Concealed +  
Protected 
Backdoor 
Account



Administrative Unit
monitoring + remediation



Events to Monitor: Entra ID Audit Logs

Service: Core Directory
Category: AdministrativeUnit

Service: Core Directory
Category: RoleManagement

Event Names:
● Add administrative unit
● Add member to administrative unit
● Add member to restricted management 

administrative unit
● Bulk add members to administrative unit
● Update administrative unit

Event Names: 
● Add scoped member to role
● Add member to role scoped over restricted 

management administrative unit

https://learn.microsoft.com/en-us/entra/identity/monitoring-health/reference-audit-activities 

https://learn.microsoft.com/en-us/entra/identity/monitoring-health/reference-audit-activities


Remediation
1

2



Recap

Administrative Units (AUs) allow scoped role assignment of 
Entra ID roles to a subset of Entra objects.

Restricted management AUs allow only admins with scoped 
assignment to manage objects. This feature can protect sensitive 
accounts. Attackers may abuse this to protect their own accounts.

Monitor AU activities & prepare playbooks: Review Entra ID Audit 
logs for "AdministrativeUnit" and "RoleManagement" categories. 
Prepare administrators to remove or modify malicious AUs.

HiddenMembership AUs allow only AU members and certain 
admins to view membership. Attackers may abuse this to conceal 
which users are impacted by a malicious scoped role assigment.



Entra ID + Microsoft Graph Permissions
- "Directory.ReadWrite.All Is Not As Powerful As You Might Think", Andy Robbins
- "Tiering Entra roles and application permissions based on known attack paths", 

Emilien Socchi

Administrative Unit Abuse
- Article on Datadog Security Labs: 

https://securitylabs.datadoghq.com/articles/abusing-entra-id-administrative-units/ 
- Try these techniques in Stratus! https://github.com/DataDog/stratus-red-team

Administrative Units
- https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/ 

administrative-units
- https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/ 

admin-units-restricted-management
- https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/ 

admin-units-restricted-management

Additional Resources

https://posts.specterops.io/directory-readwrite-all-is-not-as-powerful-as-you-might-think-c5b09a8f78a8
https://www.emiliensocchi.io/tiering-entra-roles-and-application-permissions-based-on-attack-paths/#entra-roles-do-not-to-rely-on-role-actions
https://securitylabs.datadoghq.com/articles/abusing-entra-id-administrative-units/
https://github.com/DataDog/stratus-red-team
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/administrative-units
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/administrative-units
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/admin-units-restricted-management
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/admin-units-restricted-management
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/admin-units-manage
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/admin-units-manage


Thank you


