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What if  EVERYONE
solved this year’s 

Holiday Hack?
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Problem Solving
• Capture the Flag (CTF) is a 

fantastic way to build skills:
• Understanding Attackers
• Bug Bounty Programs
• Penetration Testing

• We can’t learn the answer 
to literally everything...

• How can we get unstuck on 
tricky challenges?

• Bonus Tier:

…with less Google?



Our Steps:
•What exactly are we hacking?

• How can we hack it…
• …using previous information?

• …using similar information?

• …using our awesome brains?

• Go hack it!!

• Looking Back
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Understanding
the

Problem

Part 1.



What Are We 
Hacking?!

• What do we know 
about the system?
• What ports, services, 

versions, software?
• What does it do?
• How does it respond?

• Draw it out:
• System
• Services
• Network
…in relation to other 
systems & services



Devising a 
(Devious!)

Plan

Part 2.



This Looks 
Familiar...

• Is there a blog post or 
challenge write-up 
about a vulnerable 
system like this?

• What about a system 
with a similar service, 
or OS?
• How was it solved? 
• What issues did it 

relate to?
• How did it work?



OK,
We’re Stuck

• What hints have we been 
given?
• How could they be 

interpreted?
• Could we interpret 

them differently?

• Can we describe where 
you’re stuck, in as much 
detail as possible?

• Have we used all the 
information we found 
enumerating?

• Are we missing any 
information? Could we 
enumerate more?

1. Scanned 10.0.0.2

2. Accessed https://10.0.0.2

3. Uploaded reverse shell to  

file upload function

4. STUCK:

• Can’t get a shell back!

• Is it getting blocked?

• Does the shell work?       

Let’s try it locally…

?



Carrying Out
the Plan

Part 3.



Hack It!!!

• Did it work?
• …If it didn’t, where 

and when did it fail?
• What step or detail 

could we debug?

• Is there another way 
to solve this?

• Can new access get 
us more information?

• Revisit previous steps 
as needed.



Looking
Back

Part 4.



Reflect

• Pick a solution:
• OneNote?
• Cherrytree?
• Markdown?

• Questions:
• How’d we solve it?
• What scans, tools, 

and changes?
• Useful links?
• Record your thoughts 

and notes for next 
time as personal 
reference.
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!

1. Understand the Problem
• What do we know about the system? What ports, services, versions, software? 

What does it do? How does it respond?
• Draw the system, services, or network in relation to other systems & services.

2. Design a (Devious) Plan
• Is there a blog post or challenge write-up about a vulnerable system like this? 

What about a system with a similar service, or OS? How was it solved? What 
issues did it relate to, and how did it work?

• What hints have we been given? How could they be interpreted? What if we 
interpreted them differently?

• Summarize the steps we’ve taken. Can we describe where we’re stuck, in as 
much detail as possible? Are we missing any information?

• Have we used all the information we found while enumerating?

3. Execute the Plan
• Did it work? If it didn’t, when did it fail? What step or detail should we debug?
• Could there be another way to solve this? Can our increased access get us 

more information to help understand other vulnerabilities?
• Revisit steps 1 & 2 as needed.

4. Looking Back
• How’d we solve it? What steps, tools, changes? Useful links?
• Record your thoughts and notes for next time as personal reference.





katie@kknowl.es
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/kaknowles

& Enjoy KringleCon!

• When you’re stuck, reframe your 
thinking for a fresh perspective

• Tackle problems one step at a time
• Take regular cocoa breaks!! ☕


