RS AC VIRTUAL SEMINAR

Cybersecurity, Together-

Persisting Unseen: Attacker
Methods of Infesting Entra ID

Katie Knowles

Cloud Security Researcher,
Datadog

DATADOG

#RSAC



Purpose

Provide a clear overview of
Entra ID attack techniques
beyond initial compromise.
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Phish Priv Esc ocus
Target User Method
Authentication

Initial Access Privilege Escalation Persistence
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Outcomes

RSAC

Understand Entra ID attack

methods for persistence:
Current in-the-wild
techniques
Future evolution of
techniques

Detect these techniques

Actionable steps to defend
against these techniques

Detect




Role Assignments



Microsoft 365

Exchange Defender portal
Exchange Admin
Security Admin
Security Reader
o Microsoft
Service-specific Entra ID )
roles Application Admin M'f‘::’g:tugife":er
Authentication Admin PP
User Admin
Groups Admin
A
Cross-service
roles
Teams
i Teams Admin
Intune Intune Admin Teams Communications Admin

Teams Device Admin

Microsoft Entra-specific roles
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Attack: Privileged Role Assignments

Microsoft identifies privileged as:
20+ built-in roles
10+ custom role permissions

These manage directory settings,
applications, credentials,
authentication, and authorization

Attackers may:
Target users with these roles
Assign these roles to evade
detection of well-known roles
like "Global Administrator”

RSAC

Role ™

D Application Administrator

D Application Developer

D Attribute Provisioning Ad--

D Attribute Provisioning Rea--

D Authentication Administra...

D Authentication Extensibilit...

D B2C IEF Keyset Administra...

Description

Can create and manage all aspects of app RS
registrations and enterprise apps.

Read and edit the provisioning configuration
of all active custom security attributes for an
application.

Read the provisioning configuration of all
active custom security attributes for an PRIVILEGED
application.

Can access to view, set and reset
authentication method information for any PRIVILEGED
non-admin user.

Customize sign in and sign up experiences
for users by creating and managing custom PRIVILEGED
authentication extensions.

Can manage secrets for federation and
encryption in the Identity Experience PRIVILEGED
Framework (IEF).

Privileged |

"

Can create application registrations
independent of the 'Users can register PRIVILEGED
applications' setting.

AN
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Attack: Hidden Privileged Roles

Certain privileged roles
are hidden from the Azure
Portal:

Partner Tier2 Support
Partner Tier1 Support
Directory Synchronization
Accounts

Attackers with Global
Admin or Privileged Role
Admin may assign these
roles to conceal their
access.

RSAC

<>
A

Attacker
Has hidden role
assignment

Partner Tier2 Support
Partner Tier1 Support
Directory Synchronization
Accounts

Administrative roles

Administrative roles are used for granting access for privileged
actions in Microsoft Entra ID. We recommend using these built-in
roles for delegating access to manage broad application
configuration permissions without granting access to manage other
parts of Microsoft Entra ID not related to application configuration.

Learn more about Microsoft Entra ID role-based access control

Administrator
Cannot review membership
of hidden roles

X +v Add filters

Role Ty  Description Privileged

S A directory sync +7 Add filters
Role Ty  Description

Privileged

No roles found
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Boston
Users AU

AD

o o s s o o o

Boston

users in Boston
‘ s Scoped role
Standard role All Users 2Lupen

a assignment
assignment \_ -

Can manage all Q Can manage
users, including O O only users in
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Attack: Hidden AU Members

G I . . . - . . .y,

Administrative Units A .' T
(AUs) allow scoped role = — Scope *—C9—
assignments. ( ) ! .
| | )
| o ke | s
Hldden AU members ; pt I membership AU's members
arget users I\ _________ /I (scope of role assignment)

can be used by an

I ?
Home > Administrative units > Hidden AU Home > Administrative units > Hidden AU ?’?
dliacker wi ODba :
. . . 2 Hidden AU | Users X 2 Hidden AU | Users X
Ad m I n O r P rIVI I eg ed Default Directory Default Directory
. —~+ Add member i Download users ~ *** ' Download users ***
Role Admin to conceal oo -
@ Azure Active Directory is now Microsoft Entra ID. [2 @ Azure Active Directory is now Microsoft Entra ID. [2

the SCOpe Of a priVileged [ search | ¥ Add filter (£ search ¥ Add filter
role assignment. it

|*| Display name 1 User type |:| Display name 1 User type

[|:’ . Target User Member ]
[No results. ]

View as Global Administrator View as Security Administrator
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Detect: Suspicious Role Assignments

Monitor role assignment Monitor assignments to
event names: hidden and privileged roles:
"Add member to role" Hidden Roles
"Add eligible member to role” Partner Tier2 Support
"Add scoped member to role” Partner Tier1 Support
"Add member to role scoped over Directory Synchronization
Restricted Management Accounts

Administrative Unit"

"Add member to role completed P”V"‘?Qed Roles _
(PIM activation)" Privileged role assignments as

classified by Microsoft

"Update role definition”

RSAC © 2025 RSA Conference LLC or its affiliates All rights reserved. | '] ']

*All events are Audit Logs unless otherwise specified


https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/privileged-roles-permissions?tabs=admin-center

Defend: Manage Role Assignments

Approves
Expires
- -

User Requests Eligible Assigned

\ Role Role

Consider Privileged Identity Management
(PIM) for Just-in-Time (JIT) role
assignment. Require approval or
justification for privileged role activation.

Implement PIM

RSAC

Generate
Report

Review role membership periodically,
especially for role membership hidden
from the Azure Portal (see script in links).
Hidden roles are not typically used.

Review Role Membership
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Applications
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Entra ID
Applications

use an app registration
to define an app's
configuration.

The app registration is
then used to create a

service principal (SP) in
tenant(s) where the
app is used.

Either object can
authenticate as the app
with a secret. Apps are
often highly privileged.

(App Registration\

<

|

[Service PrincipaI\

v
[Service PrincipaI\

HER
. ¢

\_ J
Tenant 2

y

o
. ¢

[Service PrincipaI\

)

Tenant 3
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Entra ID
Applications

use an app registration
to define an app's
configuration.

The app registration is
then used to create a

service principal (SP) in
tenant(s) where the
app is used.

Either object can
authenticate as the app
with a secret. Apps are
often highly privileged.

/App Registration\

App reg
credential

(Service Principal
A——
| O

. |
Tenant 1

‘

y

(Service Principal

~

J

Tenant 2

\.

y
w

(Service Principal

J

Tenant 3
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Entra ID
Application

Ppiic OfS . : (App Registration\
use an app registration
to define an app's 11
configuration. 1 lg Aopreq

. . . .. credential
The app registration is \ % —

then used to create a l | )
service principal (SP) in Y
(Service PrincipaI\ (Service PrincipaI\ (Service PrincipaI\

tenant(s) where the

app Is used. ., T 1 HEE
Either object can 11K HEN EEN

: | O | "l
authenticate as the app . y . . W
with a secret. Apps are Tenant 1 Tenant 2 Tenant 3

often highly privileged. SP

credential
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Attack: Credentials on SPs

An attacker with the
following roles can add

credentials to SPs: 1 Add
secretin
« Application Admin. Te”a”tl/hg
« Cloud Application Admin. 7
« Owner ! Q

2 Access Tenant 1

SP credentials are not / as target
shown in the Azure Portal. application

Application permissions
assigned to apps are used — e
without user interacton. - T==-=7
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Attack: Credentials on App Registrations

An attacker with the below 1 Add secret in Tenant 1

roles can also add _eeT T T T -
credentials to app f/ TN
registrations: = O orget appiation

« Application Admin. o g T

« Cloud Application Admin. r'as

« Owner

3 Access Tenant 2 as

App registration credentials roet appication
allow access as the target !
app in any tenant the app is - 7
installedin. T T====- -

RSAC
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Attack: OAuth Consent Grant

OAuth consent phishing
can be used for initial
access, or to persist when
an attacker can create app
registrations.

Delegated permissions
are granted when an
attacker tricks a user into
granting access to their
data. A token with granted
permissions is then
returned to the attacker.

RSAC

Grants
consent

B Microsoft

user@contoso.com

Permissions requested

77—\ Contoso Test App
>/ zawad.co

This app would like to:
\~ Read and write your files
\~ Read your calendar

v Sign you in and read your profile

Accepting these permissions means that you allow this app
to use your data as specified in their terms of service and
privacy statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Cancel

()
Receives token for
consented scopes
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Detect: App Credentials and User Consent Grants

Monitor app permissions Monitor app registration and

assignment event names: SP credential additions:

+ "Add app role assignment to + "Update application - Certificates
service principal” and secrets management”

+ "Consent to application” + "Add service principal credentials”

+ "Add delegated permission grant"

RSAC © 2025 RSA Conference LLC or its affiliates All rights reserved. | 20
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Defend: Secure Applications and User Consent

®=
Configure app instance
property lock for local app
registrations to prevent local

SP credentials. Consider
blocking secrets by policy.

App Property Lock

RSAC

Admin
approval

a5 Microsoft

testuser@fourthcoffeetest.onmicrosoft.com

Permissions requested

'_e'» g_BtP o
(o

Enable user consent
restrictions to prevent granting
risky permissions without
admin approval.

User Consent

CLl/ PS (Script)
SP creds

Azure Portal
App reg creds

Review secrets added to app
registrations and SPs, and
remove unnecessary
credentials.

Credential Review

rved. | 21
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Authentication
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Entra ID

Authentication
allows flexible access
to accounts.

Conditional Access
Policies (CAPs)

Signals

User and
location

Device

enforce auth strength s
for these sign-ins. @ )
Lesser-known P R

authentication types
and CAP modifications
can allow persistent
access.

A Real-time
risk

Verify every access Apps and data

attempt

- ©
Allow access 1

: 101010
Rl R
: I
b :
Require MFA 0= C)
L O

Block access
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Attack: Modify or Disable MFA

An attacker with the following = Mosorawe 0 [ERIEE - &,

roles can modify CAPs: Microsoft-managed policy X
Multifactor authentication for all users
Conditional Access Admin.
Security Administrator

Policy details Policy impact (Preview)

Name State
Multifactor authentication for all On (recommended)

users Edit
An attaCke r may eXCI u d e Included identities (1) Excluded identities (1)
target identities from policy, e i
delete pOI iCieS, Or Change Included cloud apps (1)

All apps

policy requirements.

Requirements for access (1)
Require multifactor authentication

RSAC © 2025 RSA Conference LLC or its affiliates All rights reserved. | 24



Attack: Register Passkeys

A privileged attacker with a
role allowing modification of 2

user authentication could = ©
register a new FIDO2 token \,

Adds FIDO2 token

on a user's account. -
. P
They COUld then use thIS Q Authenticates as user

token to authenticate as the

Attacker User
target user.

RSAC



Attack: Create TAP for User Account

A Temporary Access
Passes (TAPs) are
iIntended for short-term
access to configure MFA.

An attacker with an
authentication admin role
can use a TAPs to sign
iInto a target account
without updating any
passwords or MFA
methods.

RSAC

Add authentication method X
Choose method
Temporary Access Pass v

Create a Temporary Access Pass for Target User. While the pass is valid,
the user can use it to sign in and register strong credentials. Learn more

E] Delayed start time

Activation duration (0

O ‘T[ hours

One-time use

(Y G

| Add
A TAP can be valid for up to 8 hours

Microsoft Azure

Temporary Access Pass details X

Provide Pass

Provide this Temporary Access Pass to the user so they can set their
strong credentials.

[ motese | D

Secure registration

To register their credentials, have the user go to My Security Info.

https://aka.ms/mysecurityinfo g

Additional information

Valid from 4/22/2025, 1:07:53 PM
Valid until 4/22/2025, 2:07:53 PM
Created 4/22/2025, 1:07:54 PM

TAPs are eight characters, and qualify as
MFA compliant sign-ins
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Detect: Authentication and CAP Modification

Monitor CAP modification Monitor changes to user

event names.: authentication methods:
"Update Conditional Access policy" "Admin registered security info" *
"Delete Conditional Access policy" "Admin deleted security info"
"Update named location" "Reset password"
"Update security defaults” "User registered security info" *

"Admin started password reset"

Monitor TAP Sign-in Logs: "Admin registered temporary access

authenticationDetails.authentication pass method for user”

Method: "Temporary Access Pass"
* Users can have multiple tokens registered.

RSAC © 2025 RSA Conference LLC or its affiliates All rights reserved. | 27
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Defend: Limit Insecure & Unused Authentication

FIDO2 @

. TAP (X

g (X
o

SMS
)
< _. /e Policies Microsoft OATH Token
Q Applications
Review CAPs: Ensure only expected Review allowed authentication under
users bypass MFA. Block device codes. Entra "Authentication methods >

Policies". Disable authentication
methods not in use.

Configure & Review CAPs Disable Unused Auth Methods

Require registered or enrolled devices.
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Recap
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. Privileged Role
Securing Roles i nment

®-----{ ] Control Role
Assignments
Monitor All with PIM
Hidden Role Privileged Role
Assignment Assignments
Role Review All Role
Assignments Assignments
Hidden AU S —
Scope Monitor AU (Use Seripy
‘ _______ Activities -

Persistence Method Detect Defend
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https://www.michev.info/blog/post/5958/reporting-on-entra-id-directory-role-assignments-including-pim

OAuth Consent

Securing AppS Pphishing - —
. _______ Monitor | Configure user
Privileged consent
Consent Grants) approval
App Reg 4 N\ Review app
Credentials credentials
. _______ FERTRR (In Portal)
o Monitor - Use app
Applications credentials :
instance
added to property lock
SP applications
Credentials Review SP

‘ ------- credentials
\_ ) (Use Script)

Persistence Method Detect Defend
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https://www.michev.info/blog/post/5894/script-to-review-and-remove-service-principal-credentials

Modify or
Delete CAPs

Securing Auth

Access user

with TAP
_ ®----
Authentication
Register
FIDO2 Token

Persistence Method

RSAC

-

\.

~N

Monitor CAP
modifications

v,

-

\.

N
Monitor TAP
authentications

.

(

\.

Monitor security

~N

methods

.

Detect

Defend
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Takeaways
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Apply

Today, review links and resources from today's talk.
Links are available in the next slides, or in blog format here:
hitps://kknowl.es/posts/defending-against-entra-id-persistence

This week, review "Detect” steps for the persistence techniques
discussed in this talk. Identify which detections should be
implemented, and create a timeline for them.

This month, run scripts to review Entra ID role assignments and SP
credentials. Identify an Entra administrator to discuss results, and
which "Defend"” steps from this talk could be implemented.

RSAC
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https://kknowl.es/posts/defending-against-entra-id-persistence

Defending Against Persistence

Logging & Monitoring Applications
e Microsoft, "Microsoft Entra audit log categories and Overview
activities" e Microsoft, "Application model"
Role Assignments Attacks
Background e Dirk-jan Mollema. "Azure AD privilege escalation”
e Microsoft, "Understand roles in Microsoft Entra ID" e Eric Woodruff, "UnOAuthorized: Privilege Elevation Through
e Microsoft, "Privileged roles and permissions in Microsoft Microsoft Applications"
Entra ID" e Microsoft, "Microsoft Actions Following Attack by Nation State
e Microsoft, "Administrative units in Microsoft Entra |ID" Actor Midnight Blizzard"
e Microsoft, "Elevate access to manage all Azure e Lior Sonntag. "Midnight Blizzard attack on Microsoft corporate
subscriptions and management groups" environment"
e Trimarc Security, "Demystifying Privileged Identity e Microsoft, "Threat actor consent phishing campaign abusing
Management - Part 1" the verified publisher process"
Attacks Defense
e Andy Robbins, "The Most Dangerous Entra Role You've e Vasil Michev, "Script to review and remove service
(Probably) Never Heard Of" principal credentials"
e Katie Knowles, "Hidden in Plain Sight: Abusing Entra ID e Microsoft, "How to configure app instance property lock
Administrative Units for Sticky Persistence" for your applications”
Defense e Daniel Bradley, "How to block the creation of Client Secrets on
e Vasil Michev, "Reporting on Entra ID directory role Entra applications” |
assignments (including PIM)" e Microsoft, "Configure user consent settings"
e Microsoft, "List Microsoft Entra role assignments" e Microsoft, "Security best practices for application properties in
e Microsoft, "Privileged Identity Management Microsoft Entra ID"
documentation" e Microsoft, "Protect against consent phishing"

e Microsoft, "Investigate and remediate risky OAuth apps"
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https://learn.microsoft.com/en-us/entra/identity/monitoring-health/reference-audit-activities
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/reference-audit-activities
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/concept-understand-roles
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/privileged-roles-permissions
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/privileged-roles-permissions
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/administrative-units
https://learn.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin?tabs=azure-portal%2Centra-audit-logs
https://learn.microsoft.com/en-us/azure/role-based-access-control/elevate-access-global-admin?tabs=azure-portal%2Centra-audit-logs
https://www.hub.trimarcsecurity.com/post/demystifying-privileged-identity-management-part-1
https://www.hub.trimarcsecurity.com/post/demystifying-privileged-identity-management-part-1
https://specterops.io/blog/2024/02/16/the-most-dangerous-entra-role-youve-probably-never-heard-of/
https://specterops.io/blog/2024/02/16/the-most-dangerous-entra-role-youve-probably-never-heard-of/
https://securitylabs.datadoghq.com/articles/abusing-entra-id-administrative-units/
https://securitylabs.datadoghq.com/articles/abusing-entra-id-administrative-units/
https://www.michev.info/blog/post/5958/reporting-on-entra-id-directory-role-assignments-including-pim
https://www.michev.info/blog/post/5958/reporting-on-entra-id-directory-role-assignments-including-pim
https://learn.microsoft.com/en-us/entra/identity/role-based-access-control/view-assignments
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/
https://learn.microsoft.com/en-us/entra/id-governance/privileged-identity-management/
https://learn.microsoft.com/en-us/entra/identity-platform/application-model
https://dirkjanm.io/azure-ad-privilege-escalation-application-admin/
https://www.semperis.com/blog/unoauthorized-privilege-elevation-through-microsoft-applications/
https://www.semperis.com/blog/unoauthorized-privilege-elevation-through-microsoft-applications/
https://msrc.microsoft.com/blog/2024/01/microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/
https://msrc.microsoft.com/blog/2024/01/microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/
https://www.wiz.io/blog/midnight-blizzard-microsoft-breach-analysis-and-best-practices
https://www.wiz.io/blog/midnight-blizzard-microsoft-breach-analysis-and-best-practices
https://msrc.microsoft.com/blog/2023/01/threat-actor-consent-phishing-campaign-abusing-the-verified-publisher-process/
https://msrc.microsoft.com/blog/2023/01/threat-actor-consent-phishing-campaign-abusing-the-verified-publisher-process/
https://www.michev.info/blog/post/5894/script-to-review-and-remove-service-principal-credentials
https://www.michev.info/blog/post/5894/script-to-review-and-remove-service-principal-credentials
https://learn.microsoft.com/en-us/entra/identity-platform/howto-configure-app-instance-property-locks
https://learn.microsoft.com/en-us/entra/identity-platform/howto-configure-app-instance-property-locks
https://ourcloudnetwork.com/how-to-block-the-creation-of-client-secrets-on-entra-applications/
https://ourcloudnetwork.com/how-to-block-the-creation-of-client-secrets-on-entra-applications/
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/configure-user-consent?pivots=portal#configure-user-consent-settings
https://learn.microsoft.com/en-us/entra/identity-platform/security-best-practices-for-app-registration#certificates-and-secrets
https://learn.microsoft.com/en-us/entra/identity-platform/security-best-practices-for-app-registration#certificates-and-secrets
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/protect-against-consent-phishing
https://learn.microsoft.com/en-us/defender-cloud-apps/investigate-risky-oauth

Defending Against Persistence

Authentication
Overview
e Microsoft, "What authentication and verification methods are
available in Microsoft Entra ID?"
e Microsoft, "What is Conditional Access?"

Attacks
e Microsoft, "Octo Tempest crosses boundaries to facilitate
extortion, encryption, and destruction”
e CISA, "Scattered Spider"
e Max Rozendaal, "Abusing FIDO2 passkeys to take over
Global Administrators in Entra |ID"
e Daniel Heinsen, "I'd TAP That Pass"

Defense
e Microsoft, "Use access reviews to manage users excluded
from Conditional Access policies"
e Microsoft, "Block authentication flows with Conditional
Access policy"
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https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-methods
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-methods
https://learn.microsoft.com/en-us/entra/identity/conditional-access/overview
https://www.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/
https://www.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-320a
https://www.secura.com/services/information-technology/vapt/what-can-be-pentested/cloud-pentesting/abusing-fido2-passkeys
https://www.secura.com/services/information-technology/vapt/what-can-be-pentested/cloud-pentesting/abusing-fido2-passkeys
https://posts.specterops.io/id-tap-that-pass-8f79fff839ac
https://learn.microsoft.com/en-us/entra/id-governance/conditional-access-exclusion
https://learn.microsoft.com/en-us/entra/id-governance/conditional-access-exclusion
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-authentication-flows
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-block-authentication-flows
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