
fwd:cloudsec NA

I SPy:
Rethinking Entra ID research for 
new paths to Global Admin



Katie Knowles
Cloud Security Researcher, Datadog



3

"Past work is a great place 
to both learn foundations 
and find interesting threads 
to pull yourself."

- Daniel Grzelak
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Timeline: Escalation to Microsoft SPs
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Dirk-jan Mollema, 
"Taking over default 
application 
permissions as 
Application Admin"

2019
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Azure team releases 
Stormspotter tool 
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Dirk-jan Mollema, 
"Taking over default 
application 
permissions as 
Application Admin"

2024
Eric Woodruff, 
"UnOAuthorized: 
Privilege Elevation 
Through Microsoft 
Applications"

2019
Microsoft documents 
SP persistence in 
general applications 
observed in 
SolarWinds attack

Azure team releases 
Stormspotter tool 
with SP mapping

2020

Microsoft introduces 
app instance 
property lock for 
applications, now 
default in app 
registrations created 
after March 2024

2023
Crowdstrike observes 
threat actor abuse of 
SPs associated with 
first-party Microsoft 
applications

2022

Emilian Cebuc & 
Christian Philipov, 
"Has Anyone Seen 
the Principal"

2021
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Dirk-jan Mollema, 
"Taking over default 
application 
permissions as 
Application Admin"

2024
Eric Woodruff, 
"UnOAuthorized: 
Privilege Elevation 
Through Microsoft 
Applications"

2019

"When I reported the fact that a privilege escalation is still possible this way (even 
after I was told it was fixed last year) I got a reply back from MSRC stating that 
Application Administrators assigning credentials to applications and obtaining 
more rights is documented and thus not a vulnerability."

"Microsoft rightfully highlighted that this capability is therefore not a 
material flaw within any of its authorization models. However, it 
acknowledged that externally, based on what we can view and have 
access to, the capabilities might appear to be in error."

"Microsoft has been further implementing controls that restrict the ability 
to use credentials on service principals. We have observed that the list of 
service principals as which we can authenticate has continually 
dwindled."

"Update July 2024: In the years since this blog, Microsoft has blocked this 
possibility on almost all of their first-party service principals, with some 
exceptions. So this approach will not work any more for Microsoft first party 
service principals, but it is still valid for applications from within the tenant or  
from other third parties."

Time passes…
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● "This approach will not work anymore"
● "The list of service principals we can 

authenticate has dwindled"

● "I reported the fact that a privilege 
escalation is still possible this way 
(even after I was told it was fixed)"



…Let's test that.
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What's in an application?
App Registration
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Service Principal Service Principal Service Principal

Consuming TenantConsuming Tenant Publishing Tenant

Definition

Identity



Separate

appId

appRoleAssignments
oauth2PermissionGrants

keyCredentials
passwordCredentials
[...]

Adding applications

Service Principal

appId

requiredResourceAccess

keyCredentials
passwordCredentials

[...]

App Registration
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Definition Identity

Directly Inherited

Derived



App reg credentials authenticate in ALL tenants

App Registration
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Service Principal Service Principal Service Principal

Consuming TenantConsuming Tenant Publishing Tenant



SP credentials authenticate in ONE tenant

App Registration
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Service Principal Service Principal Service Principal

Consuming TenantConsuming Tenant Publishing Tenant
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App Registration

Service Principal Service Principal

Consuming TenantPublishing Tenant

Attacking app 
registrations
An attacker with these 
roles can add credentials to 
app registrations: 
● Application Admin.
● Cloud Application Admin.
● Owner
● Application.ReadWrite.All

App registration credentials 
allow access as the target 
app in any tenant the app is 
installed in.

Attacker

Adds credential

Authenticates
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App Registration

Service Principal Service Principal

Consuming TenantPublishing Tenant

Attacking SPs
An attacker with these roles 
can add credentials to SPs:
● Application Admin.
● Cloud Application Admin.
● Owner
● Application.ReadWrite.All

Service Principal credentials 
allow access as the target 
app within the SP's tenant.

Including some first-party 
applications!

Attacker

Adds 
credential

Authenticates



ExchangeExchange

Applications provide services

MFA Client

Adobe Sign

MFA Client Your App

Adobe Sign

Your App

Your TenantMicrosoft Tenant Adobe Tenant

First-Party 
Apps

Third-Party 
Apps

Your Apps
19



Research Methodology

20

Adƙenture
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Iterating into it

Idea goes here

Idea goes here

Idea goes 
here

Idea goes 
here

Better understand:
● First-party applications
● App registrations
● Service principals

Start small & build up:
● Automate in stages
● Work directly with Microsoft 

Graph API endpoints

Add 
secrets

Add 
certificates

Investigate 
permissions
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Hijacking SPs with secrets
POST /v1.0/servicePrincipals/{id}/addPassword
Host: graph.microsoft.com
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Finding SP permissions

GET /v1.0/servicePrincipals/{id}/
appRoleAssignments

Host: graph.microsoft.com

Local 
application

Microsoft 
first-party 
application

RoleManagement.Read.Directory
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SP permissions in tokens
POST /{tenant-id}/oauth2/v2.0/token
Host: login.microsoftonline.com

[...] App Admin

…snip…

…snip…
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Initial testing errors

Error Code Error Message Interpretation

AADSTS7002104
Symmetric secrets may not be set 

on Service Principals to authenticate 
this application

Secrets won't work for this 
app, try a certificate 

instead.

AADSTS7000215

Invalid client secret provided. 
Ensure the secret being sent in the 

request is the client secret value, not 
the client secret ID

No rights to add a 
secret to this app.

AADSTS700026 Client application has no 
configured keys ???
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Adding certificates to SPs

PATCH /v1.0/servicePrincipals/{id}
Host: graph.microsoft.com

Response

…snip…
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Fetching tokens from certificates
POST /{tenant-id}/oauth2/v2.0/token
Host: login.microsoftonline.com Certificate Thumbprint

[...]…snip…

 …snip…

…snip…



Demo: 
Hijacking the O365 Online SP
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"Hijackable" first-party apps

Application Name Application Roles

Data Migration Service N/A

Azure Multi-Factor Auth 
Client N/A

Azure HDInsight Cluster API Application.ReadWrite.OwnedBy

Office 365 Exchange Online

Domain.ReadWrite.All 
Group.ReadWrite.All
Directory.Read.All 
EduRoster.Read.All
Policy.Read.All
User.Read.All

Modify groups w/ 
M365 or ARM roles

Modify apps 
this app owns

Add, verify, &
remove domains



More Adventures!
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Timeline: Federated domain backdoor
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Dr. Nestori Syynimaa, 
"How to create a 
backdoor to Azure 
AD - part 1: Identity 
federation" + 
AADInternals support

2018
Microsoft documents 
SAML token forgery 
observed in 
SolarWinds attack, 
both through 
certificate theft and 
new certificates

2020



Demo:
Creating a Federated

Domain Backdoor
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Take over hybrid user with trusted domain

Access Synced 
User in Azure 

Portal

Use Certificate 
to Generate 

Forged SAML 
Token w/ MFA

Find Synced 
Target User's 
Immutable ID

Verify & 
Federate 
Domain

Create 
Malicious 
Domain

Trusted 
Certificate for 

Federated 
Authentication
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Reporting
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Initial response



Timeline: Escalation to Microsoft SPs
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Dirk-jan Mollema, 
"Taking over default 
application 
permissions as 
Application Admin"

2024
Eric Woodruff, 
"UnOAuthorized: 
Privilege Elevation 
Through Microsoft 
Applications"

2019
Microsoft documents 
SP persistence in 
general applications 
observed in 
SolarWinds attack

Azure team releases 
Stormspotter tool 
with SP mapping

2020

Microsoft introduces 
app instance 
property lock for 
multi-tenant 
applications, default 
in apps from March 
2024

2023
Crowdstrike observes 
threat actor abuse of 
SPs associated with 
first-party Microsoft 
applications

2022

Emilian Cebuc & 
Christian Philipov, 
"Has Anyone Seen 
the Principal"

2021 June 2025
Eric Woodruff, 

"UnOAuthorized: The 
previously untold 

findings"
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Reported to MSRC as 
privilege escalation from 
Application Administrator 
role to any hybrid user on 
January 14, 2025

Clarified impact limited to 
SPs with this role

MSRC Response: 
"Assigning the Application 
Administrator role directly to a 
service principal to generate a 
credential is expected behavior 
and does not constitute a 
security vulnerability."

Disclosure



Suggestions
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Lessons learned

There's always 
something more to 

uncover

All that's written is    
not (always) true

Be as accurate as 
possible in testing    

and writing

Thinking it out 
is everything: in code, 
in writing, with friends

Risk is subject 
to interpretation

Take it in steps & 
don't let the errors 

stop you!
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What next for SP research?

Microsoft Graph equivalents have 
not been built for all Azure AD 
Graph tools, and may identify 

interesting API differences

Service Principal-less 
authentication is being phased out 

(March 2026), but may uncover 
interesting details on app auth

Federated Identity Credentials (FIC) 
& External Authentication Methods 
(EAM) allow new means of external 

authentication

Many Microsoft Graph permissions 
allow escalation to GA, but not all 
scenarios are well-documented



Thank you
Katie Knowles | Security Researcher, Datadog
@_sigil | /in/kaknowles | kknowl.es
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